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Is my SOC’s TDIR lifecycle: Threat Detection, 
Investigation and Response cost-efficient?
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Source:  Get the IDC InfoBrief: The SIEM of Tomorrow

https://www.splunk.com/en_us/form/get-the-idc-info-brief-the-siem-of-tomorrow.html
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SOCs Are Dealing with a Lack of Visibility and 
Too Many Alerts 

clear only

65%
of alerts,

leaving

35%
uninvestigated.

SOC teams find it 

impossible to get to all alerts 
with the resources they have today.

On a daily average,

organizations with a SIEM

Percentage of Organizations Clearing Alerts Each Day

22%

19%
20%

21%

1%–50%

18%

86% or more

65.5 Mean | 69.0 Median

73%–85% 64%–72% 51%–63%

Percentage of alerts cleared each day
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Security Posture for Executives
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What are the challenges in the TDIR lifecycle ?
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TDIR Are Still Challenging, According to Users
and Managers

Requires staff dedicated . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32%

Lack of automation across detection and response workflow . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28%

Building data ingestion is too complex . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24%

Time-consuming investigation processes that require pivoting to multiple tools . . . . . . . . . . . . . . . . . .  24%

Lack of expertise needed to fully use SIEM . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  23%

Ingesting all data makes SIEM too expensive . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  23%

Lack of knowledge on how to respond to incidents . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21%

Difficult to query/find requested data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20%

Search speed is slow . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19%

SIEM is not providing contextual data around the alerts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  18%

Reporting is not useful/has to be manually done for stakeholders . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  16%

Too complicated to use . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16%

Too noisy/generates too many alerts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15%

SIEM expert is no longer with the company . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14%

Top Challenges to Using the Full Capabilities of TDIR Platforms



Cisco Confidential
#CiscoEngage © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public 8Session ID

What features are required for TDIR? 
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Today’s SOC Teams Prefer These Features

A detection engine that can keep up with the pace of
today’s threats

Connection to all the data sources
the organization wants to use from the vendor

Deployment flexibility

User and entity behavioral analytics
to find stealthy threats that trend over time

Automation built into the platform,
eliminating the need to swivel into something else
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What are the best TDIR options for 
my SOC?
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Cisco’s Delivering the SOC of the Future

Identity

High Fidelity 
Telemetry

Unified Management 
and Reporting

Great at answering complex questions

Great at notifying you of an incident

Great at automating workflows & response actions

“Show me all failed login attempts for this 12-hour period, 45 days 
ago from our U.K. subsidiary”

“PowerShell created an internal network connection never seen 
before. This might be ransomware!!!”

“Initiate a password reset for all U.K. employees.”

”Quarantine the affected endpoint and take a snapshot of all 
our data center servers.”

SIEM

SOAR

XDR

AI
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Is there a showcase to address all 
the requirements? 
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Cisco Future SOC Showcases
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How can AI assist with TDIR?
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AI Assistant for Security
Attack Graph Enhancement
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AI Assistant for Security
Incident Report Security Advisory
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SIEM

SOAR

XDR

AI

Identity

Unified 

Management

and Reporting
Threat

Intelligence

Cisco : Delivering SOCs’ TDIR Elements

High Fidelity

Telemetry
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